To: "Dr. Baruch Fischhoff - Chair, National Academy Committee on Improving
Intelligence" <baruch@cmu.edu>
From: Lloyd Etheredge <lloyd.etheredge@policyscience.net>

Subject: The Urgent Need to Apply Behavioral Science to International
Security: New Evidence + 2 Examples
Dear Dr. Fischhoff and Colleagues:
As part of your Report, I hope that your National Academy panel will underscore the urgent need to apply behavioral science to problems of (and new opportunities for) international security. I write to forward relevant, recent evidence
in two areas:
- Misperception and the Failure to Deter 9/11
The following news story concerns the extraordinary misperceptions and
miscalculations by Osama bin-Laden about the US response to his 9/11 attack.
<1> One interpretation - which I suggested in earlier messages - is that the US
government, and the Bush Administration, failed to deter the 9/11 attack. And it
probably did not recognize how problematic US deterrence had become, through
complex mechanisms that we are only beginning to understand. It was the kind of
costly US mistake - costly to the US and to many others - that we should learn
how to prevent.
- Miscalculating Risks in Complex Adaptive Systems
I also attach a copy of Robert Rubin's recent testimony to the Financial
Crisis Inquiry Commission (4/8/2010) about his 9 mistakes, misperceptions, and
miscalculations related to the national and global financial crisis. My view - which
I hope the National Academy also will express in its Report - is that we are moving
into a world of complex, adaptive systems where the mathematical databases and
analysis tools used for risk assessment must be rethought. We do not know if
science will save us from future catastrophic problems, but we should have an urgent (and better) rapid-learning research program.
Assuming that Citigroup - with some of the smartest and most experienced

risk-assessors in the world, and access to the available public data systems, and with
operations in 102 countries - truly and dangerously miscalculated risks for itself
and especially for $43 billion of "super senior CDO tranches" [rated AAA or
above], there is a huge gap in knowledge. And Rubin's nine-factor model (which
interprets these as cognitive errors) omits all of the institutional and systemic variables that behavioral scientists will want to explore to explain why the Citigroup
system, and the US government, failed to learn sooner and more quickly about a
changing world - that still is evolving, even before new theories of complex adaptive systems have yet entered most undergraduate textbooks.
As Rubin notes, the world is changing - in unrecognized and important
ways, even since the US government's recent experience with the Mexican crisis
and the Asian crisis. Science provides rapid, independent checks of reality and it
can be especially valuable to test and update images and knowledge of complex
linkages in a changing world. In these circumstances, R-squared can be a better
investment than relying only upon the intuition or the moods and subjectivities/comfort levels with their current knowledge of actors, even - as Rubin
represents - the smartest and most sophisticated and experienced public officials
and corporate leaders that we have.
An Added Level of Theoretical Complexity: Through the Glass Darkly Behavior
in Complex, Adaptive Systems
There is an added level of theoretical complexity, that I hope you will emphasize in your Report: Admiral Blair's $75 billion/year system has the new responsibility for rethinking the mathematics of risk, and more accurately and independently forecasting the dangers and policy options in the evolving global financial system. The CIA, which began to place spies in the international financial
world (although for other purposes) more than a decade ago, has been specifically
tasked to develop better forecasting models and include realistic political+economic
estimates for briefings to the President.
This means, however, that the next generation of models probably must be
models of complex, adaptive systems in which many key players - like Robert Rubin and Citigroup and even many national governments - will try to act rationally
but with too many misperceptions and miscalculations and lagging images of reality. [I
do not know if this makes a system less stable or more stable - probably, less stable]
This makes forecasting trickier.

best regards,
LE
----------------------------

Bin Laden had no clue about 9/11 retaliation: report
Last Updated: 3:05 PM, April 27, 2010. The New York Post
Posted: 3:01 PM, April 27, 2010
Osama bin Laden did not expect the United States to strike back at al Qaeda as
hard as it has following the Sept. 11, 2001 attacks on the U.S., WTOP Radio in
Washington, D.C. reported Tuesday, citing a former bin Laden associate.
“What happened after the 11th of September was beyond their imagination,” Noman Benotman, who was the head of the Libyan Islamic Fighting Group in the
summer of 2000, told WTOP in an interview.
Benotman said al Qaeda was overly confident based on the U.S. response to the
terror group’s attacks on embassies in Kenya and Tanzania in 1998.
“I’m 100 percent sure they had no clue about what was going to happen,” Benotman said.
A former CIA official, on the condition of anonymity, backed up Bentoman’s assertions.
”Several captured terrorists have said publicly that al Qaeda never expected the
towers to fall. Their goal was to frighten people and impact the U.S. economy, so
they really didn't plan for the massive response the U.S. launched," the official said.
Notes
<1> The longer story - online at www.wtopnews.com, the local all-news radio station in the Washington, DC area discusses - why some CIA analysts believe Benotman was well-informed. It also includes a dissent, from the former CIA analyst
Michael Scheuer, who rejects a misperception hypothesis and believes conflicting
evidence that Osama bin Laden wanted "exactly" the US response that he pro-

voked. The long-term task of sorting-out the evidence is one of the reasons to have
a sustained research program. Osama apparently was warned by some associates
about the possibility of a violent and highly public US response, but he may not
have listened or believed them - which, as I understand it, is Bentoman's claim.
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